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Abstract

Data security issues inherent in cloud computing models and reliability problems
of traditional system software are of paramount importance for achieving the
transformation from traditional computing paradigms to Internet-oriented dis-
tributed large-scale concurrent service computing paradigms. This paper focuses
on the core software in networked computing platforms, specifically addressing
trustworthiness issues, design methodologies, and fundamental architectures of
virtual computing environments and system software, and introduces the design
scheme of the trusted computing platform Rainbow-T currently under develop-
ment by our research group.
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Abstract

Data security issues inherent in cloud computing models and reliability prob-
lems in traditional system software are critical for transforming conventional
computing paradigms toward Internet-oriented distributed large-scale concur-
rent service computing. This paper addresses the trustworthiness challenges,
design methodologies, and fundamental architectures of core software compo-
nents in networked computing platforms—specifically, virtual computing envi-
ronments and system software—and presents the design of Rainbow-T, a trusted
computing platform currently under development by our research group.
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1 Introduction

With the rapid advancement of computing and networking technologies, re-
sources such as computation and storage in IT infrastructures are increasingly
aggregated through networks. Concurrently, user interaction patterns with
computers are shifting from traditional single-desktop computing to large-scale
cross-domain service computing centered on the Internet. Consequently, the
traditional physical structure of computing is gradually being replaced by net-
worked data centers and similar infrastructure, while computer usage patterns
exhibit a service-oriented trend exemplified by cloud computing. In essence, the
concept of “The network is the computer” proposed by Sun Microsystems in
the 1980s is becoming reality [?].

In realizing this vision, extensive research has focused on better sharing of net-
work resources and constructing centralized management views of distributed
network resources, leading to various computing models such as utility comput-
ing and grid computing. However, practical experience demonstrates that the
growth, autonomy, and diversity of network resources impose stringent require-
ments on networked computing platforms regarding resource management scal-
ability, reliability, and adaptability. Fundamental changes to the core system
software architecture of networked computing platforms are necessary, shifting
from traditional hierarchical models based on centralized management to dis-
tributed flat-structured models based on trusted domains.

Furthermore, networked computing platforms present users with a vast, elas-
tic resource space, resulting in computing environments characterized by open-
ness, dynamism, and difficulty of control [?]. These network-based computing
environments typically serve large-scale, open user communities with diverse
requirements, necessitating support for massively heterogeneous concurrent ser-
vice computing models. Emerging paradigms such as cloud computing partially
satisfy these demands, but inherent conflicts exist between users’ established us-
age habits from relatively closed, static, and controllable environments and the
multi-tenant sharing nature of networked computing environments. Addressing
this requires user-centric design that provides maximal computing environment
isolation while granting users sufficient control—fundamental challenges in build-
ing trusted computing environments.

In recent years, system-level virtualization technology (VMM, Virtual Machine
Monitor!) exemplified by Xen [?] has regained prominence and achieved rapid
development. System-level virtualization introduces a virtual software layer be-
tween hardware and software, transforming underlying physical resources into
unified virtual resources. This approach shields applications from hardware plat-
form dynamism, distribution, and heterogeneity while providing each user with

I Also known as Hypervisor, translated by some as ” E##li51158"
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an independent, isolated personal computing environment. By converting physi-
cal resources into virtual ones, virtualization enables resource reuse and sharing,
significantly improving utilization in distributed systems and substantially re-
ducing operational costs for enterprise information systems. Virtual computing
platforms built upon virtualization technology have become the primary form
of enterprise information infrastructure (data centers).

Cloud computing, which has emerged recently, represents a novel computing
model primarily targeting virtual computing platforms. Broadly defined, cloud
computing presents an elastic, dynamically extensible deployment view of virtu-
alized computing resources (hardware, software, storage, capabilities) provided
by service providers based on commercial hardware and software according to
utility models. To some extent, cloud computing realizes the Infrastructure as
a Service (IaaS) concept. For instance, Amazon’ s cloud computing services in-
clude Elastic Compute Cloud (EC2) and Simple Storage Service (S3), accessible
via the SOAP? protocol.

The advent of cloud computing has spurred extensive research in academia and
industry, yielding diverse perspectives. UC Berkeley [?] views cloud computing
as an evolution of utility and grid computing, predicting rapid development
driven by major corporations that developers should prioritize. Open-source
leader Richard Stallman [?] considers cloud computing concepts foolish, arguing
that enterprises should never entrust business data to third-party providers.
IDC survey results [?] identify security, performance, availability, and usability
as primary challenges. Customers fear increased attack threats when placing
core business information and IT infrastructure outside their firewalls, demand
more reliable service quality guarantees from cloud providers, and desire services
that integrate tightly with their business environments for easier deployment
onto existing infrastructure. These concerns are intimately connected to trust
assurance in cloud computing environments, particularly data security issues.

This has sparked intense research interest in virtualized computing platforms
and virtual machine-based trust technologies. However, current research in both
areas remains exploratory and disconnected, making practical implementation
of trusted virtual platforms difficult. This paper focuses on system-level virtu-
alization—the core of virtual machines—to investigate architectural innovations
supporting trustworthiness. By integrating multi-core technology, operating
system advances, and trust technologies, we aim to build a distributed trusted
computing platform for virtual machines that achieves isolation, reliability, and
trustworthiness for concurrent virtual machine execution and data, ensuring
continuous trusted service delivery despite interference.

Through comprehensive analysis of virtualization technology, trust technologies,
and typical cloud computing application models, this paper explores factors,
methods, and platform structural design issues related to building trusted vir-
tual computing platforms from the perspective of ensuring distributed system

2Simple Object Access Protocol
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software reliability and virtual computing environment trustworthiness. It also
outlines the design of Rainbow-T, a concrete trusted computing platform under
development. Section 2 provides an overview of trusted computing platform
concepts and technologies. Sections 3 and 4 analyze trust requirements and
solutions for distributed system software and virtual computing environments,
respectively. Section 5 introduces Rainbow-T’ s overall architecture and sub-
systems. Finally, Section 6 summarizes key viewpoints, discusses our research
progress, and outlines future directions.

2 Basic Concepts and Core Technologies

As mentioned, networked computing introduces new computing environment
characteristics such as openness, dynamism, and interactivity, accompanied by
new concepts and technologies. From a system designer’ s perspective, trust
concepts and system-level virtualization technology are crucial.

2.1 Software Trustworthiness

With the rapid development and popularization of the Internet, computing en-
vironments have evolved from static, closed, and controllable to open, dynamic,
and difficult to control, with application models trending toward collaboration,
ubiquity, and service orientation. This evolution emphasizes interaction and
cooperation, thereby creating trust establishment challenges.

Research on trustworthiness-related issues is being conducted from various per-
spectives in academia and industry:

1. Peking University’ s “Basic Theory and Methods for Network-
based Complex Software Trustworthiness and Quality of Service”
project focuses on trust assurance for Web application software quality
of service in Internet environments. Based on Internetware, it aims to
establish a novel quality assurance system “centered on usage quality
and grounded in system quality” to drive new software methodologies and
technical systems.

2. EMC China Research Center’ s “Daoli” project [?] is a trusted grid
initiative based on Xen® and Trusted Platform Module (TPM). It aims to
enhance grid platform trustworthiness and security through behavior ver-
ification by introducing assurance mechanisms at both operating system
and middleware layers.

3. UC Berkeley’ s TRUST project [?] focuses on cybersecurity issues, es-
tablishing new scientific and technological foundations for designing, build-
ing, and operating trusted information systems.

4. The Trusted Computing Group (TCG) [?], initiated by IBM and
other companies, addresses client-side untrustworthiness issues. Centered

3An open-source virtual machine monitor developed by Cambridge University
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on platform integrity and through TPM, it enables trust verification dur-
ing server interactions to establish trusted communication.

5. Europe’s OTC project [?] combines TCG’s trusted computing hardware
facilities with virtualization’ s isolation mechanisms to propose a secure
and trusted system construction and development scheme based on open-
source software.

These research efforts primarily focus on trust issues during interaction pro-
cesses, covering trustworthy assurance for usage patterns, trusted deployment
of software in computing environments, and trusted interaction in open com-
puting environments. Additionally, the National Natural Science Foundation of
China’ s 2007 “Basic Research on Trusted Software [?]” major research program
proposed shifting from the traditional “correctness-oriented software theory +
engineering” model to a software trustworthiness measurement-based approach
that comprehensively considers trust issues throughout the entire software en-
gineering lifecycle and runtime support environment.

Researchers have proposed numerous trust-related concepts from different per-
spectives:

e High Confidence: From a software quality perspective, emphasizing
that software system behavior results can be well understood and pre-
dicted, requiring verifiable software that meets basic correctness proof
requirements. Primarily examines attributes including correctness, pre-
dictability, safety, reliability, and survivability.

e Dependability: Originating from early reliability and fault-tolerance
concepts, this perspective focuses on software structure and runtime assur-
ance, requiring tolerance for existing defects and external erroneous inputs
while maintaining service quality metrics. Primarily examines availability,
reliability, safety, integrity, and maintainability.

e Trustworthiness: Going beyond dependability, this behavioral perspec-
tive requires systems to provide evidence regarding expected execution, in-
cluding execution results, environment, behavior logs, etc., enabling trust-
worthiness assessment. Primarily examines security, privacy, reliability,
and business integrity.

e Trusted Computing: From an interaction perspective, focusing on trust
management, requiring trust establishment among interaction participants
and within collaborative domains formed according to specific objectives.

These concepts reflect preliminary explorations of trust, essentially combining
traditional concepts like correctness, reliability, security, integrity, availability,
predictability, and controllability from different angles, without yet achieving
unified understanding.

We believe software trustworthiness should be addressed comprehensively from
a software engineering perspective, with different measures and trust attributes
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at each stage:

e Design Phase: Through modeling and formal methods, software qual-
ity can be verified to assess program quality. For system software design,
besides quality assurance, trust assurance services for the runtime environ-
ment must be considered. This phase focuses on reliability and scalability
as system software trust attributes.

e« Development Phase: Quality assurance is achieved through reliable
software tools and effective development process management.

¢ Runtime Phase: For trust requirements difficult to guarantee during
design and development (e.g., performance, reliability) and security re-
quirements arising from anomalies in open, dynamic environments, cor-
responding system software trust assurance measures must be deployed.
This phase focuses on safety/security, privacy, and integrity as runtime
support environment trust attributes.

2.2 System-Level Virtualization Technology

System-level virtualization emerged in the 1960s when mainframe computers
were extremely expensive. System designers sought to enable large numbers of
users to share access to mainframes, reducing procurement costs while improv-
ing server utilization. Additionally, different users desired different operating
systems. These needs gave rise to system-level virtualization. However, with
the PC era, demand for concurrent shared access to large servers diminished,
causing the technology to fade from mainstream use. The recent emergence
of networked computing has aggregated various physical resources through net-
works, forming a massive networked supercomputer where large-scale multi-user
concurrent access has again become a key design issue, leading to renewed em-
phasis and rapid development of system-level virtualization on this new physical
platform.

System-level virtualization is a relatively low-level technology that essentially
uses software or hardware to generate more virtual nodes than physical re-
sources, fully compatible with actual nodes for upper-layer application software.
It provides instruction set interface consistency and physical server virtualiza-
tion. Its basic structure is shown in Figure 1 [Figure 1: see original paper].

In 1974, Popek and Goldberg [?] established basic requirements for CPUs sup-
porting system-level virtualization, though most existing CPUs, including In-
tel TA-32 architecture, did not provide virtualization support. Consequently,
system-level virtualization must be implemented through software. Based on
whether guest operating system modifications are required, system-level virtu-
alization can be divided into full virtualization and para-virtualization systems.

Full virtualization, exemplified by VMware, allows unmodified guest operating
systems to run directly. Guest OS code execution typically combines direct
execution with dynamic binary translation, translating non-virtualizable TA-32
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instructions to compensate for processor limitations. The primary disadvantage
of full virtualization is relatively low efficiency.

Para-virtualization, exemplified by Xen, requires replacing non-virtualizable IA-
32 instructions and some privileged instructions with alternative instruction
sequences, necessitating guest OS modifications. Para-virtualization achieves
higher efficiency than full virtualization, garnering widespread attention and
rapid development. Cloud platforms from Amazon and IBM use Xen as their
core virtualization technology. Xen’ s structure is shown in Figure 2 [Figure 2:
see original paper].

Virtualization technology, particularly system-level virtualization, has gained
prominence in cloud computing platforms due to its core principles:

Resource Reuse: As server configurations and performance improve and enter-
prise IT infrastructure expands, resource utilization has decreased rather than
increased. The industry recognized the need for technologies to fully leverage
existing infrastructure. Representative work includes: - Disco [?] manages mul-
tiprocessor systems based on ccNUMA* architecture, supporting multiple upper-
layer operating systems through virtualization. Disco globally manages physical
resources like memory and processors, enabling memory migration among vir-
tual machines, dynamic processor binding and scheduling for load balancing,
while shielding upper OSes from memory distribution sensitivity. - VMware,
the full virtualization representative, enables unmodified OS execution, parti-
tions resources like memory at the virtual machine level, and introduces over-
commit techniques for processors and memory to maximize virtual machine den-
sity. - Xen, the para-virtualization representative, naturally separates virtual
computing environments from storage and other resources, enabling separate
management of memory, processor, and communication resource reuse to form
different resource management pools.

Environment Isolation: Early mainframes using multi-terminal shared access
required time-sharing resource multiplexing and security isolation among users.
Multics® introduced security protection mechanisms, most notably protection
rings and access control lists, laying groundwork for system-level virtualization
research, particularly for designing security kernels—trusted computing bases
(TCB). VAX was the earliest machine providing protection rings, offering a
platform for creating system-level virtualization. VAX VMM [?] utilized a VAX
ring to implement the virtualization layer and hierarchically constructed a secu-
rity kernel.

Virtualization achieves runtime isolation for different applications, enabling uti-
lization of isolation mechanisms for various objectives: - Providing different
virtual computing environments based on application trust require-
ments: Stanford” s Terra [?] divides virtual machines into “open box” and

4Cache-Coherent Non-uniform Memory Access
5MULTiplexed Information and Computing System, developed by Bell Labs, MIT, and GE
in 1964
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“closed box” environments, with the latter monitored and verified by trusted
computing components. Proxos [?] from the University of Toronto allows ap-
plications to specify OS trustworthiness requirements, providing restricted vir-
tual machines that forward sensitive system calls to trusted VMs. - Classify-
ing virtual machines by functional roles: Critical services can be isolated
through virtualization to ensure reliable component operation. In Xen, the do-
main builder (DomB) [?] encapsulates VM creation components into dedicated
VMs, while DomT isolates TPM management and verification components. For
compute-intensive applications, customized StubDom [?] can encapsulate them
in specialized VMs to improve efficiency.

This section provides an overview of trust concepts and virtualization technology,
establishing a fundamental framework for trusted computing environment and
system software design from both requirements and solutions perspectives.

3 Trusted System Software

Networked computing platforms are essentially constructed through large-scale
aggregation of computing nodes, network-based storage nodes, and particu-
larly Internet-based cross-domain resources—an evolution of cluster architec-
tures. Corresponding system software must therefore be distributed. Tradi-
tional distributed system software primarily represents network-oriented exten-
sions of single-machine operating systems, focusing on resource integration and
performance optimization with monolithic kernel architectures (some employ-
ing microkernel structures). However, their orientation toward static physical
resource global management severely limits scalability. Internet-oriented net-
worked computing must satisfy large-scale multi-user concurrent access, demand-
ing greater flexibility for on-demand resource scaling and more reliable quality
assurance—emphasizing trust attributes like scalability and high reliability.

Current system software, particularly operating systems, exhibits several defi-
ciencies in Internet application environments: - Monolithic kernel structure:
Historically pursuing performance optimization, most OSes employ monolithic
kernels whose single points of failure can cause complete system crashes, making
fault isolation extremely difficult. - Excessive software layers: For design
and maintenance simplicity, OSes often adopt top-down hierarchical designs.
As system functionality increases, layers multiply, lengthening execution paths
and significantly reducing efficiency. - Generic interface abstraction: Mono-
lithic and hierarchical designs require extensive generic interfaces to support
diverse applications, creating complexity similar to Complex Instruction Set
Computing (CISC) processors and causing software deployment redundancy. -
Numerous software defects: As system software complexity increases, scale
becomes enormous—the Linux kernel exceeds 2.5 million lines of code. Soft-
ware reliability research indicates approximately 64 defects per thousand lines,
suggesting around 15,000 defects in Linux. - Complex internal function
call relationships and hundreds of system call interfaces create nu-
merous potential fault points and error input vulnerabilities, posing
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significant security risks. - Implementation in traditional C language easily
introduces defects like buffer overflows.

These deficiencies severely reduce system reliability and trustworthiness, requir-
ing targeted improvements. Current academic proposals include: - Microker-
nel architecture: Microkernels offer natural fault isolation and environment
customization, with current distributed architectures and multi-core platforms
providing a practical foundation. Existing virtualization systems essentially em-
ploy microkernel structures, offering fundamental solutions to monolithic kernel
problems. - Reduced system-level virtualization scale: The security and
reliability of the virtualization core are critical, requiring continuous removal of
non-core functions to minimize code size and form a verifiable trusted comput-
ing base core. To simplify the TCB while maintaining functionality, less trusted
components can be connected through trusted encapsulation with controlled
communication interfaces, effectively reducing TCB size. - Driver isolation
through protective wrappers: Drivers represent the largest fault source in
OS kernels. Nooks® [?] adds protective wrappers to each driver, monitoring all
driver-kernel interactions to effectively isolate driver-induced faults. Similarly,
Xen’ s Driver Domain uses virtual machines to encapsulate drivers. - Simpli-
fied interaction interfaces: Reanalyzing interfaces between critical compo-
nents and specializing them for particular applications prevents other software
from accessing these key interfaces. Xen applies this concept by exposing VM
creation interfaces only to DomB. KVM? [?] defines clear interaction interface
specifications, constraining and standardizing interactions between core and un-
trusted components to provide code-level trust assurance. - Type-safe and
verifiable languages: Using such languages improves system software qual-
ity, particularly reducing buffer overflows. Microsoft’ s Singularity® system uses
Sing# (based on C# with message-passing primitives), strictly limiting system
and user process behavior with compiler-enforced prohibition of cross-process
data access. - Enhanced security monitoring modules: These ensure run-
time trustworthiness, such as IBM’ s OS-independent sHype/xsm [?] security
architecture introducing Mandatory Access Control (MAC) in Xen, and SUNY
Stony Brook’ s FVM [?] process behavior monitoring framework for Windows.

Overall, improving system software trustworthiness can address software de-
fect analysis, fault isolation, and language-based protection. However, these
methods have limitations, only partially improving trust attributes. As infor-
mation system infrastructure becomes networked, flattened, and distributed,
corresponding system software—particularly operating systems—should evolve
from vertical hierarchical monolithic structures to horizontal flat microkernel
architectures. Only structural transformation can fundamentally improve sys-
tem software trustworthiness.

SA subsystem for enhancing OS reliability developed by University of Washington PhD
student M. Swift in 2005

7A microkernel virtual machine building security with clear interfaces

8An OS developed by Microsoft Research for reliability studies
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Such transformation must maintain backward compatibility with existing ap-
plications, remaining transparent to them. Virtualization technology ensures
this, but simple VM encapsulation (which would reinforce traditional hierarchi-
cal architecture problems) must be avoided. Instead, design should target trust
objectives like scalability and high reliability through granular, stateless, and
dynamic structural design.

Trusted system software for networked computing platforms should provide:
- Availability: Resource and service quality assurance - Scalability: On-
demand dynamic deployment capabilities for computing environments to adapt
to changing physical resources and demands - Reliability: Guaranteed normal
operation of critical components - Integrity: Protection of platform and data
information completeness - Security: Attack resistance for external interac-
tions, ensuring normal operation under interference

To address these trust requirements, our VM-based system software design em-
ploys these measures:

1. Leveraging Xen’ s para-virtualization and compute-storage sep-
aration: Utilizing Distributed Virtual Machine Monitor (DVMM) global
resource management capabilities to ensure availability through resource
on-demand mobility.

2. Providing customized lightweight virtual computing environ-
ments: Tailored to application characteristics with flexible composition
and binding to virtual resources for rapid deployment.

3. Utilizing VM isolation for reliability: Through kernel splitting and
customization, providing specialized VMs for critical components (e.g.,
device management, monitoring) to improve reliability.

4. Establishing flat system structure: Applications can directly bind
to critical components in a VM-based network composition structure. A
trust chain built on trusted computing modules ensures overall structural
integrity.

5. Domain-based VM partitioning: For multi-service operation, provid-
ing transparent behavioral security monitoring mechanisms for interac-
tions between domains, VMs, and compute-storage components to effec-
tively resist external interference.

4.1 Virtual Computing Environment Trust Requirements

Computing paradigms have cycled from early mainframe multi-terminal time-
sharing systems to PC popularity (centralized to distributed resources), then
through network-based grid systems to today’ s Internet-based cloud computing
(recentralized resources). Clouds resemble early mainframes with networked
computing environments as their foundation, typically in data center form. Un-
like early time-sharing systems, cloud computing primarily employs space multi-

chinarxiv.org/items/chinaxiv-201611.00019 Machine Translation


https://chinarxiv.org/items/chinaxiv-201611.00019

ChinaRxiv [$X]

plexing, focusing on flexible resource composition and management. Clouds can
be categorized as compute clouds, storage clouds, etc., based on resource types.
Resource composition requires negotiation between users and providers, with
providers publishing resource services through market mechanisms and users
(individual or enterprise) procuring and customizing resources to establish suit-
able computing architectures ranging from simple single-machine services to
complex grid systems. Cloud computing’ s on-demand resource capability also
enables effective user resource extension—enterprises can request supplementary
resources from cloud providers when their own are insufficient. Stanford Univer-
sity” s Collective system [?] developed virtual appliances to reduce user system
management burden and enhance application/data trustworthiness. By embed-
ding resource extension modules in resource-constrained front-end devices like
laptops, users can dynamically acquire backend resources through cloud com-
puting, effectively combining cloud resource utilization with flexible front-end
access.

Current cloud computing service forms include: - Software-as-a-Service
(SaaS): Providing online software services via the Internet - Platform-
as-a-Service (PaaS): Providing development platforms with APIs for
cloud-oriented software development, such as Google App Engine’ s Python®
framework for accessing databases, image processing, URLs, and other web
resources to build Web applications - Infrastructure-as-a-Service (IaaS):
Providing flexible composition and usage of computing and storage resources,
exemplified by Amazon’ s cloud computing services

UC Berkeley identifies three major issues for widespread cloud computing adop-
tion [?]: 1. Service availability: Requiring powerful extensibility, such as de-
ploying computing services across multiple cloud providers for dynamic capacity
extension and improved attack resistance. 2. Data controllability: Prevent-
ing data management from being constrained by specific service providers and
ensuring storage format compatibility across services for on-demand data loca-
tion adjustment. 3. Data protection and auditing: Providing encrypted
data transmission, access logging, and regulatory compliance for data storage
locations.

These issues converge on fundamental requirements for improving cloud com-
puting trustworthiness, particularly data security. Current technical measures
include:

1. Dynamic cross-domain deployment for compute clouds: Such as
Linux Virtual Server (LVS) and load balancing-based dynamic service lo-
cation adjustment. The SnowFlock prototype [?] from the University of
Toronto and Carnegie Mellon enables dynamic compute environment dis-
tribution across physical nodes for parallel computing tasks. Columbia
University’ s Remote Fork mechanism [?] provides OS-level cross-node
process distribution for concurrent execution across multiple virtual com-

9An open-source scripting language
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puting environments.

2. Flexible composition and binding for storage clouds: Virtual ap-
pliances'® [?] simplify application/data deployment through image en-
capsulation, partitioned into system, data, and temporary storage types
for flexible access and data isolation. Parallax [?] from the University
of British Columbia provides template-based image management with
snapshot-based protection and redundancy sharing as a block-level storage
pool management system.

3. Transparent monitoring and management for control clouds:
Using trusted roots and TPMs to build trust chains from system boot
through virtual computing environment runtime for trust measurement.
IBM’ s sHype introduces monitoring mechanisms for virtual computing
environment and storage resource interactions in Xen.

Given user concerns about data security, the popularity of pervasive comput-
ing, and increasing emphasis on cloud computing openness and interoperabil-
ity, compute-storage separation has become essential. Providing IaaS based on
compute-storage separation is critical for strengthening user control over com-
puting environments and storage resources, thereby improving trustworthiness.

Based on this analysis, we believe trusted computing environments for net-
worked computing built on VM-based distributed system software should be vir-
tual computing platforms founded on compute-storage separation, enabling on-
demand flexible composition of computing environments and storage resources
to provide “Infrastructure as a Service.”

4.2 Virtual Computing Platform Trust Assurance Tech-
nologies

Compute-storage separation-based virtual computing platforms require system-
level virtualization, particularly Xen’ s para-virtualized device management
model that achieves virtual computing and storage separation. This model
enables separate consideration of compute environment and storage resource
security and trustworthiness, with their trusted binding being fundamental to
overall platform trustworthiness.

Virtual computing environments built on virtualization exhibit dynamic char-
acteristics [?]: - Compute environment dynamism: (1) Hardware facilities
may change at any time due to VM hardware abstraction; (2) Software deployed
in VMs can be dynamically migrated; (3) VMs have rich lifecycle states with
on-demand status adjustment capabilities. - Network service dynamism:
(1) VM MAC addresses are random at creation and change with VM state,

10An on-demand resource invocation mechanism where applications encapsulated in VMs
can rapidly create runtime environment copies on distributed physical hosts using fork-like
functions, releasing all resources immediately upon completion
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causing broadcast/multicast service failures; (2) VM state dynamism and mo-
bility break long-term one-to-one relationships between IP addresses and VMs,
rendering DNS mostly ineffective. - Storage service dynamism: Storage pri-
marily serves as images, with local storage often used as temporary buffers and
persistent storage typically existing as remote resource pools.

This dynamism breaks traditional security mechanisms’static assumptions about
protected platform states (machine count, configuration, location), causing secu-
rity mechanisms to be stripped from VMs. Current trust assurance technologies
for virtual platforms focus on:

e Code integrity: Ensuring running software is unmodified and not mali-
ciously altered during execution to guarantee predictable behavior

e Data secrecy: Ensuring memory and stored files are not arbitrarily ac-
cessed or exposed

¢ Monitoring transparency: Providing transparent VM monitoring mea-
sures in untrusted computing environments to improve monitor attack
resistance

o Verifiable interaction: Requiring interaction parties to verify conditions
and establish trust before allowing interaction

Specific research includes:

1. Application-oriented runtime: Process-level trusted isolation through
effective management of process address spaces (page tables) to prevent
unauthorized private resource access. Representative work includes:

o SP3 [?] from the University of Michigan assumes GuestOS is un-
trusted, bypassing the OS to use system-level VMs for application
data protection. Applications can request page encryption directly
from the VM, preventing the OS from accessing plaintext even when
mapping pages to other processes.

+ Overshadow [?] from VMware, Stanford, Princeton, and MIT pro-
vides similar SP3 mechanisms, intercepting process-kernel interac-
tions to protect trusted process CPU contexts and memory page ta-
bles.

e SIP in Microsoft’ s Singularity system uses type-safe language de-
sign requiring processes to communicate only through verifiable mes-
sage channels without data sharing, with code labeled and isolated
through software verification.

o Loki [?] from MIT and Stanford uses tagged memory architecture in
processors to support tag-based memory management for OS infor-
mation flow monitoring.

2. Subject-object trusted interaction: Monitoring process resource ac-
cess behavior. Representative work includes:

o XenAccess [?] from Georgia Tech observes guest OSes through cross-
domain memory mapping in Xen control interfaces.

+ Xenprobe [?] from Japan’ s National Institute of Advanced Indus-
trial Science and Technology dynamically inserts hook functions in
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guest OSes for process behavior capture.

o SecureBus [?] from George Mason University implements an infor-
mation channel between processes based on User-Mode Linux, intro-
ducing reference monitors'! to control inter-process interactions.

o Antfarm [?] from the University of Wisconsin-Madison detects suspi-
cious processes like Trojans by observing hardware behaviors related
to process address spaces (CR3 changes, TLB flushes) and compar-
ing with OS-provided process information without requiring guest
OS details.

o Vmwatcher [?] from George Mason University and Purdue provides
out-of-band VM monitoring using OS key data structure definitions
as templates to infer actual runtime information (e.g., process count)
for antivirus software.

o Lares [?] from Georgia Tech also provides out-of-band monitoring by
dynamically inserting modules with hook functions for critical mon-
itoring paths, analyzing self-protection and VM memory protection
requirements to prevent malicious tampering.

3. Platform configuration integrity measurement: Representative
work includes:

o vTPM [?] from IBM introduces a virtual device in VMs for accessing
TPMs to measure loaded system and application software integrity.

o Copilot [?] from the University of Maryland uses a coprocessor board
with DMA to periodically obtain kernel memory critical sections and
detect tampering.

o MIF [?] from IBM and the University of Virginia is a new image
format that separates file-block mapping from traditional images for
rapid internal structure acquisition and storage-based monitoring.

In summary, current approaches for building trusted runtime support environ-
ments are based on trust measurement technology, introducing trust enhance-
ment measures around computing environment security and storage resource
trustworthiness.

5 Rainbow-T Virtual Computing Platform

Our research group’ s Rainbow platform provides Amazon-like computing en-
vironments built on LAN infrastructure, offering resource flow-based manage-
ment for full utilization. The underlying distributed system-level VM provides
global resource management pools for computing, storage, and memory, with
Xen enabling on-demand dynamic deployment of virtual application comput-
ing environments. Compute and storage separation enables flexible, on-demand
composition through resource flow, allowing dynamic application deployment
that triggers resource flow and improves utilization through service integration.
The basic framework is shown in Figure 3 [Figure 3: see original paper].

1 Access control programs that monitor and control subject access to data and code objects
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Based on our understanding of trusted computing environments and centered
on splitting, customization, reconstruction, and isolation enhancement, we have
introduced the following system functions and subsystems from trusted system
software and trusted computing environment perspectives:

1. Scalable computing environment for applications: A cross-domain
distributed execution environment for multi-threaded shared-memory ap-
plications providing transparent runtime support for large-scale concur-
rent multi-threaded applications like traditional Web servers, enabling
arbitrary deployment across multiple physical or virtual nodes within a
trusted domain.

2. Kernel trustworthy reconstruction through splitting and cus-
tomization: From an application service perspective, reducing unneces-
sary software layers to provide customized lightweight virtual computing
environments for easy deployment to other nodes, such as application-
specific customized runtime environments. From a device management
perspective, addressing kernel device management unreliability through
VM isolation to provide a dedicated device driver domain for reliable re-
source management.

3. Verification-based service trusted isolation: Addressing trusted
domain composition for VM-based application computing environments
through VM partitioning by application service, using TPM-based VM
environment measurement as the primary trust metric, providing dynamic
trusted domain admission mechanisms, and introducing heterogeneous
service domain-based trusted network isolation for secure concurrent
service domain coexistence.

4. Trusted interaction between computing environments and stor-
age resources: Compute-storage separation requires separate trust as-
surance and trusted interaction considerations for computing and storage,
while granting users reasonable control capabilities. Remote binding tech-
nology enables user requirement-oriented compute-storage composition,
with process behavior-based application isolation monitoring maximizing
user control over data resource access.

These key technologies constitute the main content of the Rainbow-T trusted
virtual computing platform, which our research group is currently developing in
depth.

6 Conclusion

This paper introduced the origins of trust issues and related research, argu-
ing that trusted computing environment and system software design should
adopt a software engineering perspective focusing on dependability and trust-
worthiness attributes. Through analysis of system-level virtualization research,
we identified virtualization’ s core principles, noting that its isolation concept
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provides technical assurance for trusted system software design. Using virtu-
alization isolation for system software structural reconstruction and leveraging
compute-storage separation to provide data security-oriented virtual computing
environment trust assurance mechanisms represent the primary approach for
achieving system software and computing environment trustworthiness. Based
on this approach, we presented the design philosophy and key technologies of
the Rainbow-T trusted virtual computing platform.
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